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1. Purpose
This Policy sets out the principles, governance framework, and operational controls applied by 3D Global Financial Services Ltd (the “Firm”) to ensure compliance with Regulation (EU) 2016/679 (General Data Protection Regulation – “GDPR”), applicable Cyprus data protection legislation, MiFID II record-keeping requirements, and Cyprus Securities and Exchange Commission (“CySEC”) rules.
The Policy is designed to ensure the lawful, fair, and transparent processing of personal data, while recognising the Firm’s regulatory obligations to retain records for prescribed minimum periods.
2. Scope
This Policy applies to:
· All personal data processed by the Firm;
· All employees, directors, agents, appointed representatives, contractors, and third parties acting on behalf of the Firm;
· All processing activities undertaken in the context of providing investment and insurance-related services.
3. Definitions
· Personal Data: Any information relating to an identified or identifiable natural person.
· Special Category Data: Personal data revealing racial or ethnic origin, political opinions, religious beliefs, trade union membership, genetic data, biometric data, health data, or data concerning a person’s sex life or sexual orientation.
· Processing: Any operation performed on personal data, whether automated or manual.
· Data Subject: The individual to whom personal data relates.
· RoPA: Record of Processing Activities under Article 30 GDPR.
4. Policy Statement
The Firm is committed to ensuring that personal data is processed in accordance with the principles set out in GDPR. Personal data is collected only for specified, explicit, and legitimate purposes and is limited to what is necessary to achieve those purposes. The Firm takes reasonable steps to ensure that personal data is accurate and, where necessary, kept up to date. Personal data is retained only for as long as necessary, subject always to applicable legal and regulatory retention requirements. Appropriate technical and organisational measures are implemented to protect personal data against unauthorised or unlawful processing, accidental loss, destruction, or damage. The Firm maintains appropriate documentation and records to demonstrate compliance and accountability. 
5. Lawful Bases for Processing
The Firm processes personal data only where a lawful basis exists under GDPR. In most cases, processing is necessary for the performance of a contract with the data subject or to take steps at the request of the data subject prior to entering into a contract. Processing is also carried out where required to comply with legal or regulatory obligations, including obligations under MiFID II, anti-money laundering legislation, and CySEC rules. In certain circumstances, processing may be based on the Firm’s legitimate interests, provided that such interests are not overridden by the rights and freedoms of the data subject. Where required, the Firm relies on the data subject’s consent, which may be withdrawn at any time. Special category data is processed only where a specific condition under Article 9 GDPR applies, such as explicit consent or compliance with legal obligations.
6. Record of Processing Activities (Article 30 GDPR)
The Firm maintains a written Record of Processing Activities in accordance with Article 30 of GDPR. This record documents the categories of personal data and data subjects, the purposes and lawful bases for processing, the categories of recipients, details of any international transfers, applicable retention periods, and the technical and organisational measures in place to protect personal data. The Record of Processing Activities is reviewed periodically and is aligned with the Firm’s Record-Keeping & Data Protection Policy and wider compliance framework.
7. Data Retention & Storage Limitation
Personal data is retained only for as long as necessary to fulfil the purposes for which it was collected, subject to statutory and regulatory minimum retention periods. In particular, personal data relating to client relationships, advice, suitability, transactions, and regulatory obligations is retained for a minimum period of seven years in accordance with MiFID II and CySEC requirements. Where data is required for the establishment, exercise, or defence of legal claims, it may be retained for longer periods where justified. Once applicable retention periods expire, personal data is securely deleted or destroyed in accordance with the Firm’s data retention and disposal procedures.
8. Data Subject Rights
The Firm respects all GDPR data subject rights, including:
· Right to be informed;
· Right of access;
· Right to rectification;
· Right to erasure;
· Right to restriction of processing;
· Right to data portability;
· Right to object;
· Rights relating to automated decision-making.
Where processing is required to comply with legal or regulatory obligations, certain rights (including erasure) may be lawfully restricted. Data subjects are informed accordingly.
Requests are handled without undue delay and within statutory timeframes.
9. Automated Processing & Profiling
The Firm does not currently engage in automated decision-making that produces legal or similarly significant effects for data subjects. Should automated processing or profiling be introduced in the future, the Firm will carry out an appropriate assessment, implement suitable safeguards, and ensure that data subjects are provided with the required information and protections in accordance with GDPR.
10. Data Security
The Firm applies proportionate technical and organisational security measures to protect personal data. These measures include access controls and role-based permissions, encryption of data in transit and at rest, secure communication protocols, password and IT security controls, secure physical storage, and controls over the use of mobile and removable devices. Access to personal data is restricted to authorised individuals on a strict need-to-know basis.
11. Third-Party Processors & International Transfers
Where personal data is processed by third parties on behalf of the Firm, appropriate written data processing agreements are in place, and processors are subject to due diligence and ongoing oversight. Personal data is transferred outside the European Economic Area only where GDPR-compliant safeguards apply, such as adequacy decisions, standard contractual clauses, or other approved transfer mechanisms.
12. Data Breach Management
All personal data breaches must be reported immediately to the Compliance function. The Firm maintains an internal data breach register and assesses each incident to determine whether notification to the supervisory authority and affected data subjects is required. Where notification is required, it is made without undue delay and, where applicable, within 72 hours. The Firm documents the circumstances of each breach, its effects, and the remedial actions taken.
13. Roles & Responsibilities
Ultimate accountability for data protection compliance rests with the Board of Directors. Day-to-day oversight of GDPR compliance, monitoring, training, and reporting is undertaken by the Compliance function, including the designated data protection role. All staff are responsible for handling personal data in accordance with this Policy and for reporting any actual or suspected data protection issues promptly.
14. Training & Awareness
The Firm ensures that relevant staff receive appropriate data protection training on induction and on an ongoing basis. Staff are required to understand and comply with this Policy and to acknowledge their data protection obligations.
15. Monitoring & Review
Compliance conducts periodic monitoring of data protection controls, record-keeping practices, and incident management. This Policy is reviewed at least annually and sooner where required due to regulatory change, business change, or material incidents.
16. Approval
This Policy has been approved by the Board of Directors of 3D Global Financial Services Ltd and is effective from the date stated above.

